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12.0. The Radio Object

 

Radio Models (also referred to as Comms Models) are the largest, most complex, and most used 
models in MBV. This chapter contains several specifically focused radio tutorials to demonstrate 
some of the properties of real radios and MBV simulated radios. This chapter will also focus on 
the components most often used in comms models and the radio environment. The radio tutorials 
include the following:

• Amplitude Modulation Versus Frequency Modulation

• Local vs. Networked

• Mode Tables

• Crypto

• Frequency Hopping

• Adding Tones and Noise Effects

• Comm Panels
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12.1. Amplitude Modulation (AM) ver sus Frequenc y Modulation (FM) 
Tutorial

 

This radio tutorial will cover the use of the two primary modulations for radio operation, AM and 
FM. Signals that are produced via FM radio are more resistant to noise and interference than AM 
radio, and are subject to something called “Capture Effect.” When several FM radios are transmit-
ting on the same frequency, an FM receiver will only be able to receive the strongest signal. The 
weaker signals are suppressed and the operator will not hear all of the signals from every trans-
mitting radio. When several AM radios are transmitting the AM receiver is not subject to this 
effect. The aviation industry uses AM communications, since it allows multiple signals to broad-
cast on the same channel frequency.

 

Figure 50: Capture Effect
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Before getting started with this tutorial you must upload the AM/FM base model named 
Basic_Model from the ASTi web site. 

The base model provides several pre-built objects that will be needed for the remainder of the 
tutorials. Many of these objects are very common to MBV and you should be familiar with them 
when building models. The details of these components are beyond the scope of this tutorial in 
order to focus on radio features. 

The following tutorial will demonstrate the differences between AM and FM and how to set up 
transmitters and receivers.

1. In MBV, open the Basic_Model and ensure that the soundfiles are also uploaded to your 
Telestra.

2. Once the model has been loaded, go to RMS and map your Iris hardware to the Iris in the 
model. For more details on this step see the section “Mapping Iris Devices” in the MBV 
Basic Training Manual (DOC-01-MBV-BTM-1).

3. Once you've mapped the hardware, the Basic_Model should have the following objects:

• Sine wave

• ClickingSound

• Radio Entity 

• Iris Asset

• AudioOut cable
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4. Add three generic radios (under Radio->Generic), name them 

 

Radio_1, Radio_2, and Radio_3 

 

Reload the model.

You've just created three radios that are already in-tune with each other. Note that if you 
look inside the radio, the MainFrequency is 100Mhz and the MainMode is set to 1. MBV 
provides default settings for the radios so that the most common configurations are pre-
set.

The Generic Radio component comes with 15 preset modes that are fully configurable by 
the user. These settings are discussed in detail in section 

 

12.3. Mode Tables

 

. When Main-
Mode is set to 1, the radio simulates a typical AM radio. When MainMode is set to 2, the 
radio simulates a typical FM radio.

5. Open the 

 

Radio_1

 

 schematic and set the 

 

Entity Handle

 

 kin to 1 and set as default. 

This step provides Radio_1 with a world position. ASTi radios rely on world positions and 
entities in order to calculate propagation effects. If you are familiar with DIS, the Entity 
will also set the Exercise ID, Site ID, and other common DIS parameters for the radio.

6. Continue in the 

 

Radio_1

 

 schematic and set the 

 

AutoPTT

 

 kin to TRUE. 

AutoPTT will put the radio into a VOX mode so that the radio will transmit whenever it 
detects an audio signal. Remember to set as default, if it is not set to default and the user 
reloads the model, the AutoPTT will go back to FALSE.

7. Repeat steps 5 and 6 for Radio_2. 

8. In 

 

Radio_3

 

 set the 

 

Entity Handle

 

 to 1. 

For this example, Radio_3 will only be receiving, so you do not need to set the AutoPTT. 

9. Link the audio from the 

 

Sine

 

 wave to the ‘Local Audio’ of 

 

Radio_1

 

.

10. Link the ‘

 

Click

 

’ playsound to the ‘Local Audio’ of 

 

Radio_2

 

. 

11. Link MainAudio (all of…) from 

 

Radio_3

 

 to the 

 

AudioOut cable

 

 and reload the model.

 

Why are the Arr ows Different Colors?

 

Notice that every time you make a link in MBV, a colored arrow that connects 
two objects appears on the canvas. These colors represent the different process-
ing rates of the Telestra. For most connections, the information is passed between 
objects at 100Hz. This rate is called the ‘K Rate’ and is used for math functions, 
digital inputs, and host controls. Every time something is processed at the ‘K 
Rate’ a blue arrow is drawn on the canvas. 

In order to have good audio quality, MBV needs to process audio streams at a 
rate much higher than 100Hz. This rate is called the ‘A Rate’ and it is set to 1 
kHz. A red arrow indicates an audio stream is passing between the two compo-
nents at the ‘A Rate.’ 
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12. Listen to the headphones and you should hear both the Sine Wave tone and a clicking 
sound. The radios are operating in AM mode and mixing the signals together by the 
receiver allowing you to hear both sounds. 

13. Change all three radios to FM by opening each schematic and changing the 

 

MainMode

 

 
value to 2 and set as default.

14. Listen to the headphones again. Notice that with the radios in FM, you will only hear one 
sound.

15. Open 

 

Radio_2

 

 and adjust the

 

 TransmitterGain

 

. You will find that once the Transmitter-
Gain of Radio_2 passes the gain of Radio_1, it will change what Radio_3 receives.

 

Note

 

: Before continuing with the Radio Tutorials, set the power switch to FALSE on all of the 
radios. This will turn off the radios and prevent them from interfering with the remaining radio 
exercises. 
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12.2. Local Versus Netw orked Radios

 

This tutorial will cover local versus networked radio models in two main steps. In the first step of 
this tutorial, the user will set up a simple 2 operator, 2 radio model. The goal is to have two people 
communicating to each other using the Telestra. In the second step, the two operators on one 
Telestra will communicate with two operators on a second separate Telestra. 

 

Figure 51: Local versus Networked

 

Step 1:  Creating a Local Radio Model

 

1. Open the Local_vs_Networked subfolder. (Be sure that your base model is loaded, this 
should include an Iris cable for the audio input.)

2. Right-click in the workspace and add two generic radio objects. Name them 

 

Radio_1 and Radio_2 

 

3. Right-click in the workspace and add two entity objects. Name them 

 

Entity_Radio1 and Entity_Radio2

 

For an MBV radio to function properly it must have an attached Entity. The Entity gives 
the radio a World Position, which is required to do ranging effects. The Entity can also 
provide network data such as the DIS exercise, site, host and entity IDs. 

4. Assign the 

 

AudioInA

 

 from the Iris cable to 

 

Radio_1

 

.

5. Assign the 

 

DigitalInA1_bool

 

 to 

 

Radio_1

 

. This is required to use the PTT. 

6. Open the 

 

Radio_1

 

 object and set the 

 

Radio ID 

 

to

 

 1. 

 

MBV radios require a unique radio 
ID to function properly. 

7. Open 

 

Entity_Radio1

 

 and set the 

 

Handle to 37

 

. By setting the Handle to 37, any type of 
transmitter or receiver can attach to Entity_Radio1 by matching the handle number. 
Matching handle numbers is equivalent to linking two objects together. 

Telestra 1 Telestra 2

LAN

Local LocalNetworked (LAN)

Op 1 Op 2 Op 3 Op 4
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8. Set the 

 

Local 

 

to

 

 TRUE

 

. Setting the Local flag contains the Entity (or anything the Entity 
is attached to) from being sent out over the network. As the name implies, it contains the 
Entity local to the Telestra. Before closing, set the 

 

UseGeodetic to TRUE

 

.   

9. Repeat steps 4-8 for 

 

Radio_2

 

. Choose a different Handle number, radio ID and use chan-
nel B of the Iris cable instead of A.

10. Link 

 

Radio_1

 

 and 

 

Radio_2

 

 to the Iris cable labeled 

 

Audio_out_Headset

 

. Then link 

 

Radio_1

 

 to 

 

AudioOutA

 

 and 

 

Radio_2

 

 to 

 

AudioOutB

 

.

11. In the workspace right-click and add an Iris cable. Name this cable

 

 AudioOut

 

12. Attach Radio_1 and Radio_2 to AudioOut headset. 

The model is ready for local communication. Operator 1 and 2 should be able to communicate by 
pressing the PTTs for their headsets. 



 
ASTi MBV Basic Training Manual (Ver.1, Rev.C)

164 Copyright © 2007 Advanced Simulation Technology inc.

 

Step 2:  Conver ting the Local Radio Model to a Netw orked Radio Model

 

1. Open Entity_1 and Entity_2 and set 

 

Networked

 

 to 

 

DIS

 

.

2. In Entity_1 and Entity_2 set 

 

Local

 

 to

 

 FALSE

 

. 

3. Open RMS through your browser. Navigate to the Radio Settings page and ensure that the 
radios have the same DIS net and port number.

Congratulations, you now have a networked model. Save this model and upload onto another 
Telestra on the network and Operator 1 can communicate with Operator 3. In RMS, the radios 
should display transmitting and receiving states as shown below. 

 

 

Figure 52: RMS Radios Transmitting and Receiving

 

Note

 

: Before continuing with the Radio Tutorials, set the power switch to FALSE on all of the 
radios. This will turn off the radios and prevent them from interfering with the remaining radio 
exercises. 



 

ASTi  MBV Basic Training Manual (Ver.1, Rev.C)

Copyright © 2007 Advanced Simulation Technology inc. 165

 

12.3. Mode Tables

 

The Generic Radio in MBV can be modeled to simulate hundreds of different types of radios. 
MBV also allows the user to change from one type of radio to another by simply changing the 
Main Mode. Each radio can store up to 15 different fully configurable modes that can be set to 
match desired specifications and fidelity. Each radio mode comes with 20 parameters that are pre-
set within the model. These parameters are referred to as the “Mode Table” for each radio. 

Mode Tables allow the user to create a high fidelity simulated radio for use in a particular exer-
cise. The mode tables can be set to create a radio that could never exist in the real world, therefore 
users must know what controls to set for a specific radio. The following section describes the con-
trols, and how to tune them to match the specifications of real world radios.

In order to view the mode tables: 

1. Open the schematic of a Generic Radio.

2. Double-click on the control parameter labeled MainModeSelect.

3. Expand the browser for a particular mode, i.e. Mode l.

 

Figure 53: Mode Tables 

 

Why are they called Mode Tables?

 

The idea that each radio has it’s own mode table, rather than just mode settings, 
comes from ASTi’s legacy DACS platform. In the DACS environment each 
radio displayed the modes as rows in a table and the settings as columns. 
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Antenna Gain

 

Real radios have antennas that act differently depending on the radio mode. For example, an FM 
antenna is typically better at receiving than an AM antenna. MBV allows the user to set different 
antenna gains for each mode in order to simulate these and other radio effects. The antenna gain 
units are in dBm, which makes them additive. Therefore, setting the antenna gain inside the mode 
table will not override the Generic Radio AntennaGain setting. MBV calculates the strength of the 
receiver antenna by combining both of these values. Note that the antenna gain is receive only, 
and does not effect how the radio transmits. 

 

Bandwidth and Bandwidth Overlap Thr eshold

 

Bandwidth is the operating range around the tune frequency of a radio. For example, if a real 
radio is transmitting at exactly 6 Mhz, it is actually running in a range of frequencies and is not a 
single point frequency. This means that a receiver can be set to 6.000001 Mhz, and is considered 
“in tune” with a radio at 6 Mhz. Setting the bandwidth for each mode allows the radio to operate 
with a very narrow range or a very broad spectrum depending on the application. In the mode 
table the bandwidth defaults to 25kHz. 

 

Figure 54: Bandwidth Examples 

 

What is a dBm?

 

dBm is a unit of measuring power ratios and is commonly used in radio, fiber 
optics, and microwave technology. Unlike decibels, dBm are not dimensionless 
and use milliWatts as a reference. Therefore, a reading of ‘0’ dBm is equivalent 
to ‘1’ milliWatt of power. 
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The Bandwidth Overlap Threshold refers to the percentage of overlap that a receiver requires to 
be in-tune with another radio. In the diagram below, there are two radios with bandwidth that 
overlap by 50 percent each. Therefore, if the receiver BWOverlapThreshold is set to 0.5, the two 
radios are in-tune. Bandwidth overlap also effects the strength of a signal. If two radios’ band-
width overlaps by 100 percent, then the radios will have better reception than radios overlapping 
by only 50 percent. 

 

Figure 55: Bandwidth Overlap Threshold Examples

 

BWOverlapThreshold is a receive effect, which means the transmitter’s overlap threshold does 
not have a direct effect in MBV. However, the receiver’s BWOverlapThreshold is in reference to 
the transmitter’s bandwidth. Meaning, the amount of overlap created by the transmitter’s and 
receiver’s bandwidths must exceed a percentage of the transmitter’s total bandwidth. This per-
centage value is defined by the receiver’s BWOverlapThreshold value. 

In the diagram below, the transmitter (Radio 1) has a smaller bandwidth than the receiver (Radio 
2). Radio 1 has a 50 percent bandwidth overlap but Radio 2 only has a 25 percent bandwidth over-
lap. MBV will consider these two radios in-tune as long as Radio 2 has a BWOverlapThreshold of 
0.5 or lower. Conversely, Radio 1 could have a BWOverlapThreshold of 0.9 and the radios would 
still be in-tune.

 

 

Figure 56: Bandwidth Overlap Threshold Levels
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The diagram below displays the transmitter with a larger bandwidth than the receiver. Notice that 
even though the radios share the same center frequency, they will not be in-tune since only 25 per-
cent of the transmitter bandwidth overlaps. MBV will indicate that the receiver is jammed rather 
than in-tune. 

 

Figure 57: Bandwidth Overlap 
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Capture Effect

 

This setting allows the user to turn the capture effect on or off. A value of ‘0’ will turn the capture 
effect off and a value of ‘1’ will turn the capture effect on. When the capture effect is off, the user 
will hear all the in-tune signals together. When the capture effect is on, the user will only hear the 
in-tune radio with the strongest signal. For a more detailed description of the Capture Effect see 
the Amplitude Modulation versus Frequency Modulation Tutorial. 

Note that it is possible to set up an FM radio without turning on the capture effect. This creates a 
radio that does not simulate anything in the real world. 

 

Crypto System and Crypto Library

 

The Crypto System and Crypto Library parameters relate to the crypto settings for each mode. For 
more information see the Crypto tutorial. 

 

Detail and Major Modulation Type

 

The Major Modulation Type field and the Detail field use a DIS standard to help describe the sig-
nal parameters (i.e. the modulation type) of a radio. These two fields are included in the MBV 
mode tables and are defined per the DIS standard. Common settings for the Generic Radio are:

• Generic FM radio:

• Major Modulation Type = 2

• Detail = 1

• Generic AM radio:

• Major Modulation Type = 1 

• Detail = 2

The following table includes the possible Major Modulation Types and the Detail settings that are 
defined by the DIS standard.
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Major  Modulation Type Detailed Modulation

 

1 – Amplitude 0 – Other
1 – AFSK (Audio Frequency Shift Keying)
2 – AM (Amplitude Modulation)
3 – CW (Continuous Wave Modulation)
4 – DSB (Double Sideband)
5 – ISB (Independent Sideband)
6 – LSB (Single Band Suppressed Carrier, 
Lower Sideband Mode)
7 – SSB-Fill (Single Sideband Full Carrier) 
8 – SSB-Reduce (Single Band Reduced 
Carrier)
9 – USB (Single Band Suppressed Carrier, 
Upper Sideband Mode)
10 – VSB (Vestigial Sideband) 

2 – Amplitude and Angle 0 – Other
1 – Amplitude and Angle

3 – Angle 0 – Other
1 – FM (Frequency Modulation)
2 – FSK (Frequency Shift Keying)
3 – PM (Phase Modulation)

4 – Combination 0 – Other
1 – Amplitude-Angle-Pulse

5 – Pulse 0 – Other
1 – Pulse

6 – Unmodulated 0 – Other
1 – Continuous Wave emission of an 
unmodulated carrier
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Digital Mode

 

In the real world, radios are constantly receiving energy from outside factors. This energy results 
in background noise that can be heard when listening to a radio. On an analog radio, the static is 
suppressed via the radio squelch control. However, since the advent of digital radios, signals are 
now encoded bit streams and the radios are able remove the noise floor without the use of squelch 
control. Radios in MBV simulate digital radios via the Digital Mode setting in the Mode Table. 
Set the Digital Mode value to ‘1’ to allow the digital radio to eliminate background noise. 

 

Encoding

 

The encoding mode selects the type of encoding for radio transmission. Each encoding type has a 
different network bandwidth which causes varying audio quality. The following encoding types 
are set per the DIS standard. 

• 0 – uses default encoding (The default encoding parameter is set elsewhere in the radio.)

• 1 – muLaw provides a medium level of audio quality (typically 128 or 64 Kb/s)

• 2 – CVSD provides a lower level of audio quality (typically 16 Kb/s)

• 4 – PCM16 provides a high level of audio quality (typically 256 Kb/s) 

The payload bandwidth comes from the number of samples per second multiplied by the number 
of bits per sample for each encoding type. 

• muLaw = 8 kHz x 8 bit samples = 64 Kb/sec.

• CVSD = 16 kHz x 1 bit samples = 16 Kb/sec.

• PCM 16 = 8 kHz x 16 bit = 128 Kb/sec.

Note that the sample rate is configurable via RMS. The values listed above are the MBV defaults. 

 

Full Duplex

 

When this parameter is set to ‘0’, the radio operates in half-duplex mode. Half-duplex mode is 
when the radio is able to transmit and receive signals, but cannot do both at the same time. In 
order to allow the radio to operate in full duplex mode set the value to ‘1.’ Typically, full duplex is 
only used for intercom systems and never for real radios. 
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Noise

 

Every electronic component inside a real radio receiver produces a noise known as their “internal 
noise.” This noise is also called “thermal noise” and comes from the movement of electrons inside 
the electrical components such as capacitors and resistors. The radio’s electronic components are 
chosen very carefully and manufactured to produce a minimum noise. 

Inside the mode table, the noise parameter refers to the “internal noise” of the radio and is set in 
units of dBm. 

 

Propagation

 

 

Radios in MBV simulate the propagation losses of the radio waves as they are sent through the 
air. In order to model a radio to a desired fidelity, the mode tables provide a choice of four differ-
ent types of propagation. Each type of propagation is turned on by setting the value within the 
mode table to TRUE and turned off by setting the value to FALSE. Any configured propagation 
effects are automatically turned off for a radio by placing that radio in the center of the earth 
(world position of 0, 0, 0). 
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1) Ranging

 

Ranging occurs as a result of the distance between two radios. The greater the distance 
between the radios, the weaker the signal. The principle behind ranging is how the power of 
the transmitted signal dissipates as it traverses a larger area. In the figure below, Radio 1 and 
Radio 2 are close together and Radio 3 is farther away.

The signal loss due to ranging, is proportional to the square of the distance. Thus, if two radios 
are twice as far apart, there will be four times the loss. Due to this relationship, ranging effects 
are referred to as r-squared losses. 

 

Figure 58: Ranging Effects
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 2) Occulting

 

As a radio moves beyond the horizon, the Earth blocks the radio signal resulting in a propaga-
tion loss known as occulting. The radio signal becomes ‘occulted’ due to the curvature of the 
earth. 

In the figure below, imagine that the blue oval (the top oval overlapping the earth) is an ellip-
soid. MBV examines the cross-section of the ellipsoid where the arrow is located. The cross-
section will be a circle, and the percentage of the circle that is blocked by the Earth effects the 
amount of signal loss. 

 

Figure 59:Occulting Effects

 

MBV uses a smooth ellipsoid earth model, WGS84, when determining occulting loss. Note 
that while all radios experience ranging, HF radios do not experience occulting. Users should 
turn the occulting effect off for HF radios. 

 

3) Terrain

 

The terrain effects are caused by the loss of signal due to land obstruction such as a mountain. 
Terrain losses are very similar to occulting and are calculated by MBV in much of the same 
way, since both are a form of obstruction. The difference between the two is the MBV model 
of the Earth. For occulting effects MBV uses a simple, smooth Earth model. For terrain effects 
the model of the Earth is extremely accurate with mountain peaks accurate to the inch, but this 
model requires a much larger database. These databases are commonly offered on an external 
‘Terrain Server’ and MBV sends pathloss requests to them. 
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4) Ionosphere

 

The Ionosphere effects occur with High Frequency (HF) radios. Instead of two radios talking 
to each other in a straight line, the signals will bounce off of the earth’s atmosphere. When the 
radio signal bounces off of the ionosphere, the propagation loss can change depending on the 
frequency, whether it is day or night, or different seasons. ASTi’s HF server calculates the 
effects from the ionosphere by looking at parameters such as time, date, and sun spot number. 
When the radio uses ionosphere effects, the radio will need the ASTi HF server in order to 
properly calculate the signal loss.   

 

Figure 60: Ionosphere Effects

 

Receive Only

 

 

Set the Receive Only mode to one (1) to disable the radio transmitter. The radio will be able to 
receive signals as normal, but it cannot send any transmissions. 

Receive Offset

Receive Offset changes the frequency at which the radio will receive signals. For example, if the 
Main Frequency is set at 100 MHz and the Receive Offset is set to 60 MHz the radio will receive 
at 160 MHz. 

Main Frequency + Offset = Frequency of Receiver

Receive offset enables the user to model satellite radios, which rely on using both an uplink 
(transmit) and a downlink (receive) frequency. 

Spread Spectrum and System 

Spread Spectrum and System settings relate to the frequency hopping characteristics of the radio. 
These settings are discussed in detail in the Radio Frequency Hopping section. 

Radio 1 Radio 2

Earth

Ionosphere
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Tx Power

The Tx Power sets the transmission power of the antenna in Watts. MBV multiplies this value 
(among many others) to determine the antenna power of a transmitter. Since the value is multi-
plied, setting this value to zero will effectively turn the antenna off. Note that the radio can still be 
in a transmitting state, but a receiver can be two feet away and it will not be able to capture the 
signal. 

Mode Table Defaults

As a reference, the following page displays the Generic Radio mode table defaults. 
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12.4. Crypto

Transmissions between radios are inherently insecure. Since radio waves are sent across the earth, 
anyone with a receiver set to the proper frequency can hear any messages, secret or otherwise. 
Radios that use cryptography were created as a way of preventing private signals from being 
understood. Crypto radios scramble the signals before they are transmitted so that only receivers 
who know the special key will have the ability to decode them. This allows the radios to produce 
a secure voice transmission across any frequency. 

Before getting started with Crypto, the user must set the standard radio environment parameters 
(e.g. frequency, modulation type, system, frequency hopping parameters) to match between 
radios. If these radio parameters do not match, secure communication will not occur regardless of 
the crypto parameters settings.

To use crypto settings with a set of radios, the radios must have the following:

• Matching Crypto Key and Crypto System settings. If these settings are not equal, then the 
radios will be in a mismatch state resulting in noise. If the transmitter is set with a Crypto 
System of 0 it is considered a plain radio. A Crypto Key or Crypto System value of 65535 is 
used as a wildcard. 

• Matching Crypto System types. The DIS standard provides values for various Crypto Sys-
tem types (e.g. KY-58, KY-100). 

• A user defined crypto library inserted into the radio. This is used to model preamble, post-
amble and mismatch tones, for example. 

• The Secure Mode must be set to ON. If the Secure Mode is not set, all crypto settings are 
ignored by the radio including the system, key, and libraries. 

A crypto radio can be set to receive plain and encrypted transmissions or just encrypted transmis-
sions. 
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Crypto Key

Crypto radios use their particular key to encode and decode transmissions. This allows any other 
radio with the same crypto key to receive and transmit securely. In MBV, the crypto key provides 
discrimination among radios operating in secure mode. If the crypto key value is ‘0’, the radio 
communication is not encrypted. If the crypto keys in the transmitting and receiving radios do not 
match, the receiving radio will not receive the encrypted transmission. 

MBV also allows radios to use a wild card crypto key by setting the key to 65535. Wild cards 
cause transmitters and receivers to match, agnostic of the crypto key. A transmission from a radio 
with a wild card crypto key, will be received by any radio with a nonzero crypto key and a match-
ing or wild card crypto system value (see Crypto System below). Likewise, a radio with a wild 
card crypto key, will receive transmissions from any radio with a nonzero crypto key and a match-
ing or wild card crypto system value.

Crypto System 

Crypto System refers to the radio’s type of encryption. A radio can use the same key, but scramble 
the signal in an entirely different way. Similar to the crypto key, the crypto system provides dis-
crimination among radios operating in a secure mode. However, unlike the crypto key, which 
applies to the entire radio object, the crypto system is mode specific and represents a different 
type of encryption. 

If the crypto system is set to ‘0’ for a given radio mode, encrypted communication will not occur 
in that radio mode. If the crypto system in the transmitting and receiving radios do not match, the 
receiving radio will not receive the encrypted transmission. 

A transmission from a radio with a wildcard crypto system (Crypto Sys = 65535) will be received 
by any radio with a nonzero crypto system. Likewise, a radio in a mode with a wildcard crypto 
system, will receive transmissions from any radio with a matching or wildcard crypto key and a 
nonzero crypto system value.

In the Crypto System field, DIS enumerated values are used for the transmitter PDUs for certain 
radio crypto systems as shown in the table below. 

Field Value Radio Crypto System 

0 Other
1 KY-28
2 KY-58
3 Narrow Spectrum Secure Voice (NSVE)
4 Wide Spectrum Secure Voice (WSVE)
5 SINCGARS
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Crypto Library

The crypto library greatly simplifies encrypted radio simulation by automatically playing sounds 
(such as a preamble beep, a postamble, or a mismatch tone) at the appropriate times during a 
secure radio conversation. The use of crypto libraries also ensures that the beeps and tones are 
only heard by the owner of the radio and do not go out onto the network. 

Use crypto libraries for automatically playing of the preamble, post-amble, mismatch and other 
crypto sounds. Beep and tone playfiles are used to signify secure transmit. A library of crypto 
tones can be associated with each model and crypto system of a given radio object. The table 
below describes the timing of crypto library sounds.

Note: Most radios only use a subset of these tones. Simply leave the playsound entry set to “no 
playsound” if the crypto gear you are modelling does not implement that feature. 

Crypto Setting Description

Preamble (rx_pre, tx_pre) Plays immediately before a reception or trans-
mission.

Active Match (rx_match) Plays during a reception when the crypto param-
eters are equal. Users can use continuous, loop-
ing playfiles.

Active Mismatch 
(rx_mismatch)

Occurs when a receiver’s crypto key or system 
do not match the transmitter’s. 

Active Clear (rx_clr) Plays when a crypto radio receives a non-secure 
transmission. 

Active Clear (tx_clr) Plays when a crypto radio transmits an unen-
crypted signal. (i.e. crypto key or system = 0 but 
secure mode is ON) 

Active Secure (tx_secure) Plays during a transmission with valid crypto 
parameters. 

Post Amble (rx_post, tx_post) Plays immediately after a reception of a trans-
mission.
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The Crypto Library playsounds correspond to the settings shown in the table below. 

Crypto Tone Gain

The Crypto Tone Gain field controls the output gain of all of the sound files in the crypto library. 
The crypto tone gain can only be set to a fixed value.

Playsound Setting

playsound [0] rx_preamble
playsound [1] rx_preamble 2
playsound [2] rx_postamble
playsound [3] rx_clr
playsound [4] rx_match
playsound [5] rx_mismatch
playsound [6] tx_pre1
playsound [7] tx_pre2
playsound [8] tx_post
playsound [9] tx_clr
playsound [10] tx_secure
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Crypto Example

The base model for this example includes two vox objects, two operator Iris cables, and two 
radios. 

1. Set the required radio fields including Power Switch, Mode, Frequency and Entity ID. Set 
the Mode to 2 and the Frequency to 45 MHz. 

2. Open each Radio object and open the MainModeSelect primitive. Expand Mode 2 and set 
the Crypto System to 2. 

3. Next set the radios to play the secure sounds shown below. In PSound assign the follow-
ing corresponding playfiles to 0, 2, and 10.

• playsound [0] = double beep [0 = rx_preamble]

• playsound [2] = single beep [2 = rx_postamble]

• playsound [10] = constant beep [10 = tx_secure] 

Note: Before continuing with the Radio Tutorials, set the power switch to FALSE on all of the 
radios. This will turn off the radios and prevent them from interfering with the remaining radio 
exercises. 

Keyed
Mic

Unkeyed
Mic

Beep Double Beep
Preamble Post-amble

Rx

Keyed
Mic

Unkeyed
Mic

Preamble Post-amble

Tx

Constant Beep
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12.5. Frequenc y Hopping

Frequency Hopping (FH) is a convenient way for radio communication to avoid interference and 
it was developed to combat signals from getting jammed or intercepted. Frequency hopping 
works by rapidly switching frequencies while a receiver and transmitter communicate. In order 
for this to work, the receiver and transmitter have to jump between the same frequencies, at the 
same speed, and at the same time. Typically, the transmitter and receiver have a set of predefined 
frequencies and use an agreed upon pseudorandom pattern to hop through the frequencies. The 
starting point and hopping pattern must be agreed upon ahead of time. Since FH uses a wide range 
of frequencies it is also referred to as ‘spread spectrum.’

The figure below shows the operation of a jammer. The jammer’s job is to fill up a large band-
width with heavy noise. The result is that whenever a radio tries to communicate with that band, 
the noisy signal is received instead of the desired message. By using spread spectrum, the radio 
can jump across multiple frequencies and only remain in the jammer’s band for a short period of 
time. FH also adds a level of security. 

Figure 61: Jammer Blocking Radio Frequency

Figure 62: Frequency Hopping using Spread Spectrum

FH is not limited to military radios, many wireless devices receive interference from microwaves 
and other radio traffic. To combat this Bluetooth devices such as laptops and cell phones use 79 
different hop frequencies and switches between them 1,600 times a second. 

Frequency

Radio Jammer

Frequency

Radio

Normal Radio Radio being Jammed

Frequency
Hopping Spread Spectrum
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In the simulated world, radios do not actually hop frequencies. The effects, such as noise resis-
tance and time drifting, are simulated but the actual changing of frequencies is not. MBV relies on 
a set of matching parameters in order to determine if a radio is spread spectrum, and if two radios 
that are frequency hopping can communicate with each other. 

In order to enable FH on a radio:

• The mode must have Spread Spectrum = 1

• The System must match a valid FH enumeration (see table below). 

In Frequency Hop mode, the tune frequency is used for free space path loss calculations and rang-
ing. The generic radio contains two sets of frequency hopping parameters, SINCGARS type and 
HAVE QUICK type. Radios will be considered in tune if all the proper Frequency Hopping 
parameters match. 

System # DIS Standard

1 Generic
2 HQ
3 HQII
4 HQIIA
5 SINCGARS
6 CCTT SINCGARS
7 JTIDS / MIDS

Why do I need to set the System Type? 

The system number selects the radio’s type of frequency hopping. There are 
multiple hopping algorithms and different kinds of frequency hopping. 
HAVE QUICK (HQ) frequency hopping was created specifically for UHF 
radios because by the 1970’s, anyone with an inexpensive police scanner 
could intercept sensitive military communications. HQII is considered an 
improvement on the system, but neither it nor HQ can communicate with the 
CCTT SINCGARS type, which was developed specifically for use with 
CVSD encoding. 
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HAVE QUICK

The HAVE QUICK Frequency Hopping extensions are applied when the system types are HQ, 
HQII or HQIIA. The HAVE QUICK radios must have the following inputs:

• Net ID

• Sync Offset

• Time of Day ID

• Transec Key

• Word of the Day ID

Note that for all parameters, a value of zero acts as a wild card.

 

Figure 63: Setting Frequency Hopping HAVE QUICK Parameters
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SINCGARS

The SINCGARS Frequency Hopping extensions are applied when the system type is Generic, 
SINCARS, or CCTT SINCGARS. Once enabled, a SINCGARS radio requires that the Net ID 
be set to non-zero to begin frequency hopping. The input parameters are similar to HAVE 
QUICK. The SINCGARS must have the following inputs:

• Clear Channel*

• HopSetID

• LockoutID

• NetID

• SyncOffset

• TSecID

* Setting the Clear Channel input to a non-zero number will cause MBV to ignore the other five 
FH parameters. In addition, all ranging and propagation effects are turned off and the radio acts as 
an intercom.

 

Figure 64: Setting Frequency Hopping SINCGARS Parameters
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Frequency Hopping Example 

The frequency hopping base model will include two radios, two operators, two Iris cables, and 
FH_Controls. The FH_Controls will act as the host computer to drive the packet. Note that the 
radio power is turned off by default. 

For SINCGARS:

1. In both FH_Radio and FH_Radio2, open the Mode table and select the correct System 
mode for SINCGARS. 

2. In both FH_Radio and FH_Radio2, open the Mode table and set the Spread Spectrum to 1. 

3. Return to the model workspace and middle-click the FH_Controls and select the SINC-
GARS NetID. Then middle-click the FH_Radio and assign it to the SINCGARS NetID. 

Repeat this for the remainder of the SINCGARS parameters. After you have finished, 
right-click on a link and select to inspect the links. 

4. Repeat step 3 above for FH_Radio2. 

The links should match up as shown below. 

Figure 65: Frequency Hopping Link Inspection
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1. In both FH_Radio and FH_Radio2 set the NetID to a number other than 0. 

2. Reload the model. 

Test your model. The radios should work.

3. Set the remaining SINCGARS parameters as needed or leave at 0 for wildcard. 
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For HAVE QUICK:

1. In both FH_Radio and FH_Radio2, open the Mode table and select the correct System 
mode for HAVE QUICK. 

2. In both FH_Radio and FH_Radio2, open the Mode table and set the Spread Spectrum to 1. 

3. Return to the model workspace and middle-click the FH_Controls and select the HQ 
NetID. Then middle-click the FH_Radio and assign it to the NetID. 

Repeat this for the remainder of the HQ parameters. After you have finished, right-click 
on a link and select to inspect the links. The links should match up as shown in the SINC-
GARS example above. 

4. Repeat step 3 above for FH_Radio2. 

5. Open both FH_Radio and FH_Radio2 and set the NetID’s to a number other than 0. 

6. Reload the model.

Test your model. The radios should work. 

7. Set the remaining HQ parameters as needed or leave at 0 for wildcard.

 

Figure 66: Frequency Hopping Model 
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12.7. Comm Panels

The Comm Panel provides a control interface for an operator to various radios and communica-
tion options, such as navigation aides or radar warnings. Panels manage transmit and receive 
selections of multiple but separate communication channels and include controls for volume and 
sidetone selection. This is similar to the communication panels that are found on real aircraft, 
which provide pilots a central location to handle all of their communication assets. 

The comm panel component inside MBV is called ComSing. The user must link radios to the 
channel service via the Asset Definition, and the component provides two-way communication 
between the channel and the bus. The panel provides Asset Definition 0 through 7 or up to 8 chan-
nels. 

A control called ‘input select’ is a bit mask that allows voice transmissions across several radio 
assets by routing the input audio stream of the panel, such as the mic from an operator’s headset. 
A press-to-talk (PPT) control is included to work in conjunction with the input audio. Similarly, 
the Output Select mask determines which assets are fed out of the panel to the earphones of an 
operator’s headset. A master volume and individual volumes are available for each asset 
(RxGain0-7). 

Note: The 8 channels are synonymous to the communication assets used anytime you see Asset 
Definition in MBV. The user must create a channel handle to connect the radio to the comm panel.

Some quick points to remember about comm panels:

• The channel handle editor must be used to create a channel name representing the comms 
assets that can be added to the panel. 

• The input audio can be transmitted across all eight channels simultaneously or any combi-
nation of the eight channels. Use the control ‘input selector’ to select where to route the 
audio. 

• Use the ‘output selector’ control to listen to all eight channels simultaneously or any combi-
nation of the eight channels. 

• Comm panels have a single PTT connection, a master volume, and individual channel vol-
umes as well. 

• Comm panels provide users the ability to create a central location for managing communi-
cation assets and also enable radio sharing. 
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Figure 67: Comm Panel Example
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